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Cryptographic Discovery Capability Index (CDCI)'

"All Encryption and PQC tools are equal, but
some are more equal than others”

Automation in the scanning and discovery of cryptographic assets enables the security
team and other relevant stakeholders to leverage technological tools to create the baseline

cryptographic inventory and keep it updated in accordance with corporate needs.

e Each end user organisation will need to conduct a proper analysis of these tools’
benefits and shortcomings.

o Thisis akey criteria in the selection process of which tool is purchased.

e How well does your solution score?

Automated solutions can play a key role in the discovery, monitoring, and management of
cryptographic assets. Automation systems can track the lifecycle of cryptographic keys and

certificates, assess cryptographic adequacy, and trigger changes if needed.

Automation ensures that the cryptographic inventory is updated in almost real-time,
enabling the security team to act on threats, prevent service disruptions, facilitate

compliance reporting, and conduct forensic analysis

At Smart Cyber Group we will assess and score your solution create a
CDClI score that you can use to show potential users of how well your
solutions works, and to promote your solution as part of your own
competitive analysis.

1 The Cryptographic Discovery Capability Index Score (CDCI) is a quantitative measure ranging
from 1-100 that evaluates a solution/tool’s ability to discover and inventory cryptographic
implementations, algorithms, and protocols within systems and applications. This model is
specifically designed for Post-Quantum Cryptography (POC) readiness assessment and
cryptographic inventory management.
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POC Discovery Tool Assessment Service
What We'll Examine

We'll evaluate your PQC discovery tool by testing how well it finds cryptographic
information across different locations in your infrastructure.

We will provide a score out of 100 and provide that independent assurance.
Assessment Criteria
1. Code Detection
e Source code repositories
e Compiled binaries and executables
e Third-party libraries and dependencies
e Configuration files and scripts
2. Network Detection
e Network traffic analysis
e Protocol handshakes(TLS, SSH, etc.)
e Certificate stores and PKl infrastructure
e APl communications
3. System Detection
e Operating system crypto stores
e Application databases
e Hardware security modules (HSMs)
e Cloud service configurations
4. Documentation Detection
e Technical documentation
e APl specifications
e Security policies and procedures
e Compliance reports
What You Get
e Simple Test Results: Pass/fail for each detection location
e Coverage Report: Percentage of crypto found vs. missed
e Gap Analysis: What your tool doesn't detect

e Recommendations: Priority improvements to make
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Investment
e Time: 5days
e Cost: £2,500

e Format: Self-Assessment Review-we create the report from detailed questions

How this can help your GTM success

The more places your tool can find cryptography, the better prepared your customers will
be for the quantum transition. We'll show you exactly where your tool works and where it
needs improvement.

Ready to start? Contact us to schedule your assessment.

info@smartcyber-group.com

+44 7946 732526
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