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Abstract 

Things are moving fast in the Kingdom of Saudi Arabia. Just last week the ITU 

published its Global Cyber Index (GCI) showing the Kingdom as very highly 

rated across most of the of measures, and against both Arab states and 

globally.  

In this short opinion paper, I discuss what this means, and what next steps 

needs to be done to evolve cybersecurity within the Kingdom of Saudi 

Arabia. 

 
 
 
 
 

 
With thanks to Dar Massader for support with this paper. 
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The Kingdom and its Cyber Evolution 

With the largest economy in the Middle East, one of the most internet-active 

populations in the world, and a rapidly growing digital and smart expansion, 

cybersecurity is vital to The Kingdom of Saudi Arabia’s Vision 2030 plan 

which seeks to diversify its economy away from oil and gas.  

 

Saudi Arabia’s interest in 

cybersecurity took off 

following the notorious 2012 

Aramco cyberattack which 

resulted in a complete 

shutdown of the company’s 

digital infrastructure as the 

hackers posted sensitive 

company data on the internet. 

[1]  

 

 

Shocked by this event, and driven by a number of Royal Decrees, Saudi Arabia 

has since created a variety of institutions to combat emerging cyber threats, 

including a Computer Emergency Response Team (CERT), a National Cyber 

Security Center (NCSC), and a National Cyber Security Authority (NCA). 
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https://gulfif.org/the-new-battlefront-cyber-security-across-the-gcc/#_ftn8
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Brief Overview of the Role of the National 

Cybersecurity Authority (NCA) 

 

The statement below outlines well its purpose and intent: 

 

The existence of a secure and trusted national cyberspace is a key enabler for 

growth and prosperity. Additionally, the expansion in the use of technology 

opens new horizons for cyber threats, which requires enhancing cybersecurity 

to protect networks, information technology systems and Industrial Control 

Systems and operational technologies and their hardware and software 

components. 

 Furthermore, data and services must be protected from cyber threats and risks 

such as disruption, amendment, illegal use or exploitation, as well as providing a 

secure and trusted infrastructure that enables government services and support 

of the digital transformation. 

 

“NCA will lead and coordinate national efforts 

through the interaction, participation and 

integration of national entities and international 

partners and stakeholders to achieve its ambition 

and goals.” 
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With its vision  

“A resilient, trusted and secure Saudi cyberspace 

that enables growth and prosperity”,  

the strategy aims to derive economic and social value from a vibrant, resilient 

and secure cyberspace.  

 

 

• Resilient emphasises the 

importance of recovering quickly 

from cyber incidents. This is critical 

since it is impossible to prevent all 

cyber-attacks. 

• Secure emphasizes the protection 

of the confidentiality, integrity, and 

availability of digital or digitally 

connected assets, networks, and 

systems. 

• Trusted assures investors and 

citizens that the Saudi cyber 

ecosystem is a safe place in which 

to do business and conduct daily 

life. 

• Saudi provides a point of national 

emphasis – this is the Kingdom’s 

cybersecurity program and it is 

designed for the Kingdom’s needs 

and priorities in cyberspace. 

• Cyberspace covers the entire 

online, digital world. 

• Enables highlights that the digital 

world contributes to and helps 

facilitate the Kingdom’s greater 

ambitions. 

• Growth reflects the importance of 

a thriving economy within the 

Kingdom, as well as the 

opportunities cyberspace provides 

to facilitate a vibrant society and 

ambitious nation. 

• Prosperity emphasizes that this 

program is ultimately about the 

social and economic well-being of 

Saudi citizens and guests. 
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This vision is comprehensive for the entire cyberspace and it aligns the 

Kingdom's priorities and aspirations and emphasizes strengthening the 

protection and resilience of technical and operational systems and critical 

infrastructure.  

It enhances the confidence of national entities, investors and individuals in the 

Saudi cyber space, and contributes to the economic and social growth of the 

Kingdom. In order to set a practical reference for the various aspects of 

cybersecurity at the national level, NCA designed a reference framework for 

cybersecurity for the Kingdom based on local and international best practices, 

and the most important developments and challenges facing cybersecurity.  

The framework contains six themes: Unify, Manage, Assure, Defend, Partner, 

and Build.  

 

Full information on the Kingdom’s National Cybersecurity Strategy can be found 

here: Link [2] 

 

  

https://nca.gov.sa/files/national_cybersecurity_strategy-en.pdf
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Review of the GCI results for the Kingdom 

The recently published (June 2021) Global Cybersecurity Index [3] shows a 

dramatic improvement up from 13th globally over the last survey from 2018. 

and first among the Arab states. Before we discuss this, I have provided a brief 

overview of the GCI and how it is structured and tested below. 

What is the GCI and how is it measured? 

The GCI is formulated around the data provided by the ITU membership, 

including interested individuals, experts and industry stakeholders as 

contributing partners with the Australia Strategic Policy Institute, FIRST (Forum 

for Incident Response and Security Team), Grenoble University (France), 

Indiana University, INTERPOL, ITU-Arab Regional Cybersecurity Centre in 

Oman, Korea Internet and Security Agency, NTRA Egypt, Red Team Cyber, The 

Potomac Institute of Policy Studies, UNICRI, University of Technology Jamaica, 

UNODC, and the World Bank. [3] 

GCI Scope 

The Global Cybersecurity Index (GCI) is a composite index of indicators, 

evolving for each iteration, that monitors the level of cybersecurity commitment 

in the five pillars of the Global Cybersecurity Agenda (GCA), its main objectives 

are to measure: 

• the type, level, and evolution over time of cybersecurity commitment 

within countries and relative to other countries. 

 

• the progress in cybersecurity commitment of countries from a global 

perspective. 

 

• the progress in cybersecurity commitment from a regional perspective. 

 

• the cybersecurity commitment divide (i.e., the difference between 

countries in terms of their level of engagement in cybersecurity 

initiatives 

The goal of the GCI is to assist countries in identifying areas for improvement in 

the field of cybersecurity and encourage them to take action towards those 

areas. This would also be the opportunity to helping to raise the overall level of 

cybersecurity commitment worldwide. 
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The GCI aims to illustrate successful examples in cybersecurity that might serve 

as good practice and guidelines to countries with similar national environments. 

 

Summary of key results and scores from the 

Global Cybersecurity Index (GCI) 

 

1.  Globally The Kingdom ranks 3rd overall, behind the USA and UK. 

 

Country Name Score Rank 

United States of America 100 1st 

United Kingdom 99.54 2nd 

Kingdom of Saudi Arabia 99.54 3rd 

 

2. Within the Arab States Region, GCC, the Kingdom ranks 1st. 

Country Name Score Rank 

Kingdom of Saudi Arabia 99.54 1st 

United Arab Emirates 98.06 2nd 

Oman  96.04 3rd 

Egypt 95.84 4th 

Qatar 95.4 5th 

 

** Top 5 Arab states shown only** 
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View across all Pillars 
As can be seen from Fig 1 below, the measures scored are strong in most areas. 

The Index maps 82 questions on Member State cybersecurity commitments 

across five pillars: 

o legal measures; 

o technical measures; 

o organizational measures; 

o capacity development measures; 

o cooperation measures 

 

 

 

“The Kingdom of Saudi Arabia scores highly on the 
recent GCI Index for 2021. But what does this really 
mean? and can it now sit back and assume all is 
cybersafe for the Kingdom and its citizens?” 
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Cyber and Digital Convergence-Next Steps 

Cybersecurity professionals understand that good security cannot be bought 

from a vendor, and that it is a complex ecosystem of people, technology, process, 

culture, communication, resources and many more variables that form part of 

the “cybersecurity equation.”. This goes far beyond the scope and remit of this 

paper. 

What we do know is that in the context of the Kingdom of Saudi Arabia, many 

initiatives are underway that span digitalisation, digital transformation, privacy, 

and indeed whole country evolution (Vision 2030). This convergence opens up a 

much wider threat and risk landscape. 

 

What do we mean by Digital Risk? 

Digital risk refers to unwanted—and often unexpected—outcomes stemming 

from digital transformation and the adoption of related technologies. 

Cybersecurity risk, third-party risk, business continuity risk, data 

privacy risk and other forms of digital risk add to the uncertainty of achieving 

business, or nation state level standards. 

 

Digital risk1 and Digital Risk Management2 are 
associated with the risks inherent in digital products, 
services and supporting processes. 

 

What does this mean for the Kingdom? 

The dangers of digital evolution cyberattack. The digital nature of 4IR 

technologies makes them intrinsically vulnerable to cyberattacks that can take a 

multitude of forms—from data theft and ransomware to the overtaking of 

systems with potentially large-scale harmful consequences.  

Cyberattacks on critical infrastructure—rated the fifth top risk in 2020 have 

become the new normal across sectors such as energy, healthcare, and 

transportation. Such attacks have even affected entire cities Given the 

expansion into those areas within the Kingdom, this presents a real and present 

risk. 

 
1 Risks associated with risk inherent in digital products, services and supporting processes 
with emerging technology-Smart Cyber, IOT/IIOT, Cloud AI, Big Data et al 
 
2 Digital Risk Management Identifying, assessing and treating risk arising from 
Digitalisation and Transformation and the continued use of disruptive technology. 
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This means that operational technologies such as those within the Kingdom’s 

Smart Cities, Stadiums and other IIOT facilities are at increased risk because 

cyberattacks could have a greater impact as technology is being extended into 

the physical world, creating a cyber-physical system. In Mega Cities the 

consequences of this could be catastrophic. 

However, using “security-by-design” principles to integrate cybersecurity 

features into new products is often still secondary to getting products quickly 

out into the market according to the World Economic Forum’s Global Cyber 

Security Report for 2020 [6] 

 

“The Kingdom, with its pace of acceleration, needs to 

be cognisant of this, and apply the highest levels of 

due diligence to bringing in external products and 

services that promise much, but may themselves be 

vulnerable or be used against the Kingdom. Buyer 

Beware is the message.” 
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Conclusion and Looking Forward 

 

The views below are by no means a definitive list, but consider some 

of the key next steps from both a macro (state) and micro 

(organisations, citizens) stance.  

Given that cyberattacks were identified by the World Economic 

Forum as one of the top-10 risks in terms of likelihood in its “Global 

Risk Report 2020” [6], cybersecurity will need to remain a critical 

area of shared global concern that will necessitate continuous 

investment and innovation.  

1. The Kingdom cannot rest on its laurels and assume that a good 

index of scores means all is well.  Scores and ranking do not indicate 

how cybersecure a country is or how effective measures are. This is a 

direct quote from the GCI, and needs to be considered by all 

responsible bodies within the Kingdom.  

 

2. The Kingdom of Saudi Arabia is evolving fast as part of its 2030 

Vision. Nonetheless, during this time, it is and will be subject to a range 

of cyber-attacks from both nation states and individuals. The changes 

in global cyber-space and the geopolitical landscape will have effect on 

what happens from both an internal and external cybersecurity 

posture.  

 

3. While Saudi Arabia has strong reactionary measures in place, 

such as its CERT and Anti-Cyber Crime legislation, it will continue to 

require more preventative controls to meet the coming threats, which 

ideally should be organised by the NCSC and NCSA into a single 

centralised strategy. Saudi Arabia must increase its cyber-readiness to 

ensure security both for itself and external interests in the region. 

 

4. Cybercrime, cyberwarfare and more targeted nefarious attacks 

on the citizens-especially through vectors such as healthcare and PII 

will only continue. Preparedness for these at all levels of industry, 

state and academia is vital. 

 

 

 

  

“It is a testament to 

the Kingdom’s 

dedication and hard 

work that the 

ratings this year are 

so much higher in 

all areas.” 

However, it must be 

remembered this is 

a snapshot in time, 

and looks mainly at 

the macro, nation 

state level. 

The work must now 

continue to cover 

the wide range of 

cyber and digital 

risks that come 

about as part of the 

ever-increasing 

programmes 

underway within the 

Kingdom.” 

Summary 
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5. Continued investment and testing of both the attack capabilities and the 

cyber resilience of critical infrastructure, which may require investment 

to meet new and evolving cyber threats should remain a priority. With 

the increasing convergence of cyber and physical this is even more true 

as attacks can now directly harm citizens and their personal data such as 

healthcare records, financial, family et al.  

 

6. Going forward the Kingdom may wish to look at a more holistic 

methodology, such as that by the used by the ISS [5] which provides a 

broader set of measures. Not to replace the Global Cybersecurity Index, 

but to supplement.  Along the broader domains of: 

a. Strategy and doctrine 

b. Governance, command and control 

c. Core cyber-intelligence capability 

d. Cyber empowerment and dependence 

e. Cyber security and resilience 

f. Global leadership in cyberspace affairs 

g. Offensive cyber capability 

 

7. Regular engagement of all relevant stakeholders in cybersecurity, 

including the private sector, academia, and civil society. 

 

 

8. Continue to foster GCC inter-state collaboration to boost the region, 

and Kingdom’s cyber-defence capabilities.  

 

9. Growing reliance on digital solutions necessitates ever stronger, yet 

also accessible and user-friendly, data protection measures. 

 

10. Cybersecurity skills training, which must be tailored to the needs of 

citizens, micro-, small-, and medium-sized enterprises (MSMEs). This 

should include those who are part of Digital Transformation projects 

and IOT/IIOT-including C level. 

 

 

“It is a testament 

to the Kingdom’s 

dedication and 

hard work that the 

ratings this year 

are so much higher 

in all areas.” 

However, it must 

be remembered 

this is a snapshot 

in time, and looks 

mainly at the 

macro, nation state 

level. 

The work must 

now continue to 

cover the wide 

range of cyber and 

digital risks that 

come about as part 

of the ever-

increasing 

programmes 

underway within 

the Kingdom.” 

Summary 
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11. Continued development of cyber and digital professional is essential, 

and exposure to wider real-world experience will expediate the 

ability to be ready and able to lead and innovate going forward. 

 

12. Finance, healthcare, energy, and other key sectors, will require 

dedicated measures to address and combat cybersecurity and digital 

related gaps that are often bespoke to the sector. 

 

 

13. Acceptance that the Kingdom will face attacks of all kinds as they 

develop, and a be ready for more Cybercrime and nation state level 

attacks. 

 

 

14. Only time will give experience and maturity across all cyber and 

digital risk landscapes. In the interim the Kingdom will need to 

deploy a careful number of foreign nationals to help-with the role of 

training, knowledge sharing not doing the work in isolation. 

 

 

15. Insider threats. All countries face the risk of an insider threats and 

attacks, and this can be from any level from SME to Ministries and 

requires constant vigilance and strict access control both logical and 

physical to avoid what is often termed the “Snowden Effect”.  

 

 

  

“It is a testament to 

the Kingdom’s 

dedication and hard 

work that the 

ratings this year are 

so much higher in 

all areas.” 

However, it must be 

remembered this is 

a snapshot in time, 

and looks mainly at 

the macro, nation 

state level. 

The work must now 

continue to cover 

the wide range of 

cyber and digital 

risks that come 

about as part of the 

ever-increasing 

programmes 

underway within the 

Kingdom.” 

 

Summary 
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Our Vision 
 
To provide smart 

cybersecurity assessments, 

education, and consulting 

services to manage your 

cyber and digital 

transformation reduce your 

risk, and strengthen your 

security posture. 

 
Our Mission 
 
To provide smart cyber 

consulting, operations, 

training, and 

transformation B2B/B2C 

across all industry sectors. 

 
Our Goal 
 
To help our clients meet 

the ever-changing demands 

for cyber security and 

assurance into 

Smart/Digital programs of 

work.  

 

We provide a range of 

services to meet our 

clients’ needs. We 

specialise in Smart Cyber 

Security, IIOT, Digital 

Transformation, Training 

and Strategy, Risk, and 

Compliance. 
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